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Digital Bharat's Data protection Challenges: Navigating Local Imperatives

and Global Standards in Cybersecurity

Abstract

This research paper critically examines India's evolving cybersecurity landscape, with a
primary focus on the intricacies of data protection in the digital era. The narrative unfolds
through a comprehensive exploration of legislative milestones, from the foundational efforts
of the B N Sri Krishna Committee to the implementation of The Digital Personal Data
Protection Act of 2023 (DPDP). The DPDP influenced by the EU's General Data Protection
Regulation (GDPR) , stands as a cornerstone in aligning India's data protection practices with
global standards.

The paper underscores the delicate equilibrium needed between fostering a secure online
environment and encouraging continuous innovation. It addresses the persistent challenges
India faces, particularly evident in significant data breaches such as the Aadhaar leak case ,
emphasizing the urgent need for enhanced cybersecurity measures. The surge in cybercrime
incidents, financial fraud constituting a substantial portion, signals a critical juncture for robust
data protection frameworks.

Global collaborations emerge as pivotal strategies for India to fortify its cybersecurity
resilience. Collaborative initiatives with the United States, Japan, and Taiwan provide
opportunities for knowledge exchange and joint efforts. Proposed reforms in data protection
legislation are analysed, aiming to refine India's regulatory framework in response to emerging

cyber threats.

In conclusion, this paper contends that India's commitment to cybersecurity and data

protection, coupled with international collaborations and proposed reforms, positions the



THE INDIAN JOURNAL FOR RESEARCH IN LAW AND MANAGEMENT, VOL. 1, ISSUE 7, APRIL - 2024

nation to navigate the complexities of the digital age successfully. The research advocates for
a holistic approach to secure a digital future, fostering innovation and trust in an environment

increasingly shaped by data-centric challenges.
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Research Methodology

This study employs a multifaceted research methodology, comprising a thorough literature
review, legal analysis, and comparative analysis. Initially, the literature review establishes
foundational knowledge and identifies research gaps concerning India's cybersecurity
landscape and data protection challenges. Subsequently, the legal analysis scrutinizes India's
legislative framework, focusing on laws like the Digital Personal Data Protection Act of 2023,
to evaluate their impact on cybersecurity practices. Lastly, the comparative analysis
benchmarks India's cybersecurity practices against international standards, providing insights
into areas for potential enhancement. By integrating these methodological components, the
study aims to comprehensively examine India's cybersecurity landscape, illuminating critical

legal and regulatory aspects shaping cybersecurity practices.

Introduction

In the ever-evolving digital landscape, data has transformed into a substantial business asset,
influencing sectors such as healthcare and education. The surge in data collection, both by
public and private sectors through diverse methods, has sparked persistent concerns about
privacy in the dynamic online environment, challenging the once-taken-for-granted right to

privacy.

Governments worldwide are responding to these concerns by enacting new laws with stringent
regulations on handling client-related data, emphasizing the delicate balance needed between
privacy and innovation. Navigating the evolving cybersecurity landscape requires substantial
investments in robust programs capable of defending against known threats and proactively

detecting emerging ones.
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The digital era demands achieving a delicate equilibrium between fostering a secure online
environment and encouraging continuous innovation. India, in the midst of a significant digital
transformation, is experiencing a surge in technology and internet usage among its vast
population of 1.3 billion. With Indian e-commerce expected to grow at a compound annual
growth rate (CAGR) of 27%, reaching US$ 163 billion by 2026, the country stands as the
world's second-largest internet market.> However, this digital expansion intensifies the need
for robust cybersecurity and data protection measures, given escalating concerns about data
privacy.

The call for more stringent regulations echoes in response to the growing reliance on
technology in daily life, emphasizing the imperative of safeguarding data in this dynamic
digital landscape . Achieving the correct balance is vital in nurturing a secure digital
environment , while promoting continuous innovation, ensuring that the digital transformation

unfolds with privacy and cybersecurity at its core.

The Transformative Journey of Cybersecurity in India

The journey of India's cybersecurity and data protection landscape commenced with the
foundational efforts of the B N Sri Krishna Committee, which laid the groundwork for a
comprehensive code on data protection.? The Information Technology Act of 2000,
administered by CERT-In, marked a significant milestone in legislative endeavours,
establishing the basis for cybersecurity regulations and extending its scope to cover data
protection policies and governance of cybercrime. The subsequent evolution of this legislative
framework saw a pivotal moment with The Information Technology Amendment Act of
2008, which refined and expanded the initial legislation. While emphasizing improvements in

Y E-commerce in India: Industry Overview, Market Size & Growth| IBEF. (n.d.). India Brand Equity

Foundation. https://www.ibef.org/industry/ecommerce

2 The Srikrishna Committee Data Protection Bill and Artificial Intelligence in India — The Centre for Internet and
Society. (n.d.). The Centre for Internet & Society — The Centre for Internet and Society. https://cis-
india.org/internet-governance/blog/the-srikrishna-committee-data-protection-bill-and-artificial-intelligence-in-
india

3 Information Technology Act 2000 | Ministry of Electronics and Information Technology, Government of India.
(n.d.). Ministry of Electronics and Information Technology, Government of India | Home

Page. https://www.meity.gov.in/content/information-technology-act-2000-0
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cybersecurity measures and legal recognition for organizational cybersecurity, concerns were

raised about Subsection 69, granting the government broad powers.*

The Information Technology Rules of 2011 strengthened cybersecurity legislation by
focusing on reasonable security practices and procedures, governing the processing of sensitive
information, data protection, and retention®. Further developments included The National
Cyber Security Policy of 2013 and The Information Technology Rules of 2021, introducing

regulations for social media intermediaries based on user numbers.

The apex of these efforts materialized with the enactment of The Digital Personal Data
Protection Act of 2023 (DPDP) on August 11, 2023. Inspired by the EU's GDPR, the DPDP
aims to safeguard data principals and restrict data fiduciaries. It mandates stringent measures,
establishes the Data Protection Board of India, and introduces a new class of significant data
fiduciaries, subjecting them to heightened compliance requirements based on government
assessments of increased risk®. In essence, the DPDP represents a significant stride in aligning
India’'s data protection practices with global standards, ensuring a robust framework for the

digital age.

Key enforcement bodies, such as CERT-In, NCIIPC, CRAT, SEBI, IRDAI, TRAI, and DoT,
collectively oversee and regulate various aspects of India's cybersecurity landscape, reinforcing
the emphasis on data privacy and protection.

Privacy Rights and Data Safeguarding

In today's digital era, data protection and the right to privacy have become paramount concerns
due to widespread technology use. The constant generation of diverse data types, including

personal, financial, and medical information, necessitates robust safeguards against potential

4 Information Technology Act | Ministry of Electronics and Information Technology, Government of India. (n.d.).
Ministry of Electronics and Information Technology, Government of India | Home

Page. https://www.meity.gov.in/content/information-technology-act

5 The Information Technology Rules, 2011. (n.d.). PRS Legislative Research. https://prsindia.org/billtrack/the-
information-technology-rules-2011

6 The Digital Personal Data Protection Bill, 2023. (n.d.). PRS Legislative

Research. https://prsindia.org/billtrack/digital-personal-data-protection-bill-2023
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misuse and unauthorized access. Technological advancements have made data protection more

challenging, emphasizing the need for effective measures to uphold privacy standards.

The escalating reliance on digital platforms has heightened concerns about data security, with
high-profile breaches exposing millions to identity theft and cyber threats. This growing
awareness underscores the intricate link between data protection and the fundamental right to
privacy.

In the Indian context, the Constitution serves as the foundation, continually adapting to societal
changes. The right to privacy, protected by Article 21, has undergone a transformative journey
marked by legal deliberations. Landmark cases R. Rajagopal v. State of Tamil Nadu (1995 )
AIR 264 reinforced constitutional protection for the right to privacy’, while The People's
Union for Civil Liberties vs. Union of India & Ors. (1997)1 S.C.C 301 (Telephone Tapping
Case) highlighted privacy violations through unauthorized phone tapping.® However, a pivotal
moment occurred in K.S. Puttaswamy v. Union of India (2017) 10 S.C.C 1 (Aadhar Case),
where a nine-judge bench unequivocally declared the right to privacy as a fundamental right
under Article 21.°

This landmark decision marked a departure from previous rulings, establishing privacy as
integral to personal liberty. The judgment recognized nuanced dimensions of privacy and
underscored the Constitution's dynamic nature, showecasing its resilience in adapting to
contemporary challenges and affirming its commitment to safeguard fundamental rights in the

evolving digital landscape.

The Dilemmas of Cybersecurity in India

In India, the persistent issue of data breaches, exemplified by the prominent "Aadhaar leak
case," underscores the urgent need for enhanced cybersecurity measures. According to the
World Economic Forum's Global Risk Report 2019, the Aadhaar leak stands out as the

7 R. Rajagopal vs State Of T.N on 7 October, 1994. (n.d.). Indian Kanoon - Search engine for Indian

Law. https://indiankanoon.org/doc/501107/

8 People'S Union Of Civil Liberties ... vs Union Of India (Uoi) And Anr. on 18 December, 1996. (n.d.). Indian
Kanoon - Search engine for Indian Law. https://indiankanoon.org/doc/31276692/

% The Srikrishna Committee Data Protection Bill and Artificial Intelligence in India — The Centre for Internet and
Society. (n.d.). The Centre for Internet & Society — The Centre for Internet and Society. https://cis-
india.org/internet-governance/blog/the-srikrishna-committee-data-protection-bill-and-artificial-intelligence-in-
india
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largest data breach globally, exposing personal information of over 1.1 billion Indians due to a
security flaw in the Aadhaar biometric identity system.!® This incident accentuates the
escalating demand for digital services, prompting projections that the country's cybersecurity
workforce will require an additional one million qualified personnel by 2025.1

India, as the world's second-most populous nation, has undergone a technological revolution
with the widespread adoption of web-based services, significantly benefiting the economy.
However, this shift has also increased susceptibility to cyber threats, especially concerning data
breaches in various sectors. A surge in cyberattacks and breaches, with over 2,138 weekly
attacks per organisation in 2023 alone, highlights the critical importance of robust data
protection frameworks.'? Recent surveys and publications emphasize the pressing need for
dedicated data protection laws in response to the rising frequency of cyber threats, particularly

financial fraud dominating reported incidents.

With cybercrime incidents in India soaring from 208,456 in 2018 to 1,402,809 in 2021,
financial fraud constitutes a significant portion, comprising 75% of cybercrimes between 2020
and 20233, This alarming surge necessitates the establishment of effective regulatory
frameworks tailored to safeguard confidential user data, addressing vulnerabilities within the
system architecture that pose a substantial threat to national security. These conclusions are
drawn from comprehensive surveys and academic studies highlighting the increasing

cybersecurity vulnerabilities within Indian society.

Global Excellence: Blending Best Practices Across Borders

Global data protection requires collaborative efforts among nations, given the internet's

boundary-less nature. National regulators face challenges in creating robust laws, necessitating

10 World Economic Forum. (n.d.-a). World Economic Forum. https://www.weforum.org/publications/the-global-
risks-report-2019/

11 Shortage of cybersecurity professionals triggers fight for talent. (n.d.). The Economic

Times. https://economictimes.indiatimes.com/jobs/mid-career/shortage-of-cybersecurity-professionals-
triggers-fight-for-talent/articleshow/99116296.cms?from=mdr

12 Tyagi, A. (2024, January 23). Cyber attack cases in India rise 15 per cent in 2023: Report. India

TV. https://www.indiatvnews.com/business/news/cyber-attack-cases-in-india-rise-15-per-cent-in-2023-report-
2024-01-23-913217#:~:text=Within%20the%20Asia-
Pacific%20region,15%20percent%20surge%20since%202022.

13 Financial fraud top cyber crime in India; UPI, e-banking most targeted: Study. (n.d.). Hindustan

Times. https://www.hindustantimes.com/business/financial-fraud-top-cyber-crime-in-india-upi-e-banking-
most-targeted-study-101695036325725.html
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auniversally agreed-upon international framework. This approach guides nations in developing
consistent legislations for secure cross-border data transmission. Core principles endorsed by
international organizations play a pivotal role in shaping the foundation for inclusion in

national data protection laws.

United Nation’s Data Protection Principles - The Principles on Personal Data
Protection and Privacy, foundational in nature, seamlessly align with the United Nations
Personal Data Protection principles. Their shared goal is to establish robust global data
protection regimes, harmonize standards, and ensure accountable processing'®. Recognized by
the UN, these principles guide states in crafting effective data protection laws, influencing
major global frameworks like the GDPR and Personal Data Protection Bill 2019. Covering fair
processing, purpose specification, proportionality, transparency, and accountability, these
principles embody collaborative efforts within the UN system, contributing to a comprehensive
and transparent international approach.

African Union’s Data Protection Framework - Established in 2002, the African
Union (AU) responded to cybersecurity and cybercrime concerns by adopting the Convention
on Cyber Security and Personal Data Protection in 2014, also known as The Malabo
Convention. Effective since June 8, 2023, after Mauritania's ratification, this comprehensive
legal framework spans electronic transactions, personal data protection, and cybersecurity.
Bwith 15 member states, including Angola and Egypt, it prioritizes data protection, mandates
data protection authorities, and underscores cooperation against cyber threats, showcasing the
AU's commitment to secure, transparent, and privacy-centric data exchange for regional

integration and development.

OECD Principles on Data Protection - The Organization for Economic Co-operation

and Development (OECD) has played a pivotal role in shaping global policies for personal data
protection since the 1980s. The 1980 OECD Privacy Guidelines, the first internationally

agreed-upon privacy principles, remain a crucial benchmark. Updated in 2013, these guidelines

1 personal Data Protection and Privacy | United Nations - CEB. (n.d.). Home Page | United Nations -

CEB. https://unsceb.org/privacy-principles

15 African Union Convention on Cyber Security and Personal Data Protection | African Union. (n.d.). Home |
African Union. https://au.int/en/treaties/african-union-convention-cyber-security-and-personal-data-

protection
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influence not only the internal rules and practices of the OECD but also its entities like the
International Energy Agency, OECD Nuclear Energy Agency, International Transport Forum,
and Multilateral Organisation Performance Assessment Network. With over 36 member
countries, the OECD ensures transparent and appropriately protected processing of personal

data, reflecting a commitment to privacy, security, and responsible global data handling.®

Data Protection in the United States- In response to the evolving digital landscape, the
United States has undergone a significant legal transformation, reflecting a commitment to
address various dimensions of privacy and data protection. Originating with the Privacy Act
of 1974, the legislative journey continued with laws like the Electronic Communications
Privacy Act (1986) and the cornerstone Health Insurance Portability and Accountability
Act (HIPAA) of 1996. HIPAA introduced stringent rules for entities handling personal health
information, including the Privacy Rule and the Security Rule. Further regulations, such as the

CAN-SPAM Act (2003), oversee transparency in commercial communication.

Addressing educational records, the Family Educational Rights and Privacy Act (FERPA)
of 1974 emphasizes consent for disclosure, while the Children’s Online Privacy Protection
Act (COPPA) of 2000 regulates online data collection for minors. A recent milestone is The
California Consumer Privacy Act (CCPA) enacted in 2023, aligning with global standards
like the General Data Protection Regulation (GDPR). This intricate legal framework
underscores the nation's commitment to fortifying privacy rights across diverse domains, with
the CCPA standing out as a pivotal stride, emphasizing stringent data protection measures with

potential legal consequences and fines for violations.’

According to UNCTAD, the rise of cybercrime poses a significant challenge to nations across
all developmental stages, impacting both buyers and sellers. While cybercrime legislation has

been enacted by 156 countries, representing 80% of nations, the adoption rate varies across

16 THE OECD PRIVACY FRAMEWORK. (n.d.).

OECD. https://www.oecd.org/sti/ieconomy/oecd_privacy framework.pdf

17 Federal Cybersecurity and Data Privacy Laws Directory. (n.d.). IT Governance in
USA. https://www.itgovernanceusa.com/federal-cybersecurity-and-privacy-laws
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regions. Europe leads with the highest adoption rate at 91%, while Africa lags behind with the

lowest adoption rate at 72%.%8

The critical necessity of cybersecurity in India

India, amidst its digital boom, grapples with an alarming surge in cyber threats, as illuminated
by The Norton Cyber Safety Insights Report 2023. A staggering 78% of the population,
approximately 280.5 million people, fell victim to cybercrimes in 2022. The country witnesses
an unprecedented rise in cybersecurity incidents, affecting 83% of organizations and leading

to substantial financial losses, ranging from web attacks to supply chain infiltrations.®

According to The CISCO Cybersecurity Readiness Index 2023, a mere 24% of Indian firms
possess adequate resources to effectively tackle cybersecurity challenges, with over 30% in the
initial stages of preparedness. Despite ranking 85th globally for internet access, India stands
third in cyber attacks and contributes to 8% of global ransomware detections.?°

Cyfirma's India Threat Landscape Report, 2023 highlighted India as the primary target of
global cyber assaults, comprising 13.7% of all incidents. The threat landscape has evolved,
witnessing a substantial decrease in attacks from Pakistan (6.4%) and a significant increase
from China (79%).2*

The unawareness of costs associated with ongoing cybersecurity efforts among organizations
and consumers in India contributes to a lack of focus on skill development and expertise in the
field. This dearth of cybersecurity professionals poses a significant obstacle for India in
addressing the evolving threat landscape.

18 Cybercrime Legislation Worldwide. (n.d.). UNCTAD. https://unctad.org/page/cybercrime-legislation-
worldwide

19 India sees sharp increase in cyberattacks in Q1 2023: report. (n.d.). The Economic

Times. https://economictimes.indiatimes.com/tech/technology/sharp-increase-in-cyberattacks-in-india-in-q1-
2023-report/articleshow/100096450.cms?from=mdr

20 (n.d.). Cisco: Software, Network, and Cybersecurity Solutions -

Cisco. https://www.cisco.com/c/dam/m/en us/products/security/cybersecurity-reports/cybersecurity-
readiness-index/2023/cybersecurity-readiness-market-snapshot-india.pdf

21 The Wire: The Wire News India, Latest News,News from India, Politics, External Affairs, Science, Economics,
Gender and Culture. (n.d.). The Wire: The Wire News India, Latest News,News from India, Politics, External
Affairs, Science, Economics, Gender and Culture. https://thewire.in/tech/state-sponsored-cyber-attacks-
against-india-went-up-by-278-between-2021-and-september-2023-report
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India’s rapid digital transformation has created intricate technical infrastructures with inherent
vulnerabilities, attracting hackers seeking to exploit weaknesses in payment systems. The
government, businesses, and individuals must urgently invest in cybersecurity measures, skill
development, and awareness to fortify India's defence against cyber threats and ensure a secure

digital future.

Strengthening India‘s Cyber defences through Global Collaborations

As India confronts cyber threats, it sees chances to boost cybersecurity. Partnering with entities
such as the EU, participating in capacity-building exercises, and setting fresh data sharing
standards provide promising avenues. Furthermore, prudent utilization and regulation of Al
can heighten security. These actions aid India in strengthening its defenses and navigating

cyberspace securely.

In 2023, Key discussions between India and Japan have forged a strategic opening for deeper
collaboration in the cyber sphere, evaluating advancements in cybersecurity and cutting-edge
technologies like 5G. These talks pave the way for mutual advancement, particularly in the
field of Information and Communication Technologies (ICT) . India’'s advancements in Al,

telecommunications, and emerging technologies position it as a global leader.??

The partnership with the United States via the Joint Indo-US Quantum Coordination
Mechanism offers India a unique chance. Through the consolidation of expertise, India can
enhance its cybersecurity capabilities by engaging in collaborative research on quantum, Al,
and advanced wireless technologies .The collaboration, facilitated by the signed implanting
arrangement, not only fosters research but also encourages commercialization and public-

private collaborations.?®

22 fifth India-Japan Cyber Dialogue. (n.d.). Ministry of External Affairs, Government of

India. https://www.mea.gov.in/press-releases.htm?dtl/37119/Fifth IndiaJapan Cyber Dialogue

3 India, United States forge groundbreaking collaborations in Al and Quantum Computing. (n.d.). Business
Today. https://www.businesstoday.in/technology/news/story/india-united-states-forge-groundbreaking-
collaborations-in-ai-and-quantum-computing-386806-2023-06-23
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A significant milestone has been reached as the United States, India, and Taiwan establish vital
linkages in the cybersecurity realm, as evidenced by a pivotal workshop conducted under the
Global Cooperation and Training Framework (GCTF) in December 2023%*. This
development underscores a strong commitment to international collaboration in addressing
cybersecurity challenges, presenting India with a valuable chance to enhance its cybersecurity
infrastructure by integrating advanced technologies and insights from this partnership. The
workshop, a first-of-its-kind in India, signifies a strategic move toward bolstering the nation’s
cybersecurity capabilities, emphasizing the transformative potential of collaborative efforts in

confronting the evolving challenges of the digital era.

Suggetions

Comprehensive Changes in Data Protection

Examining data protection legislation reveals concerns about excluding non-personal and
anonymized data from the proposed bill. Combining such data poses privacy risks, leading to
suggested changes for a clearer definition of anonymized data. Criticisms are directed at
Section 91 of The Digital Personal Data Protection Bill, 2023, which is seen as granting the
government broad powers to share non-personal data, potentially compromising citizen

privacy.

Enhancing Independence in the Data Protection Authority
The proposed Data Protection Authority faces criticism for lacking independence and
accountability. Recommendations highlight the need for a clear purpose, adequate resources,

and financial autonomy, emphasizing transparency through annual disclosures.

Refining Authority Composition

Concerns arise regarding the authority's composition, highlighting the lack of judicial oversight
and the dominance of civil servants in the selection committee. Proposed amendments aim to
create a more balanced committee, ensuring representation with both judicial and technical

expertise.

24 News|Global Cooperation and Training Framework (GCTF). (n.d.). News /Global Cooperation and Training
Framework (GCTF). https://www.gctf.tw/en/news detail91 0.htm



https://www.gctf.tw/en/news_detail91_0.htm

THE INDIAN JOURNAL FOR RESEARCH IN LAW AND MANAGEMENT, VOL. 1, ISSUE 7, APRIL - 2024

Ensuring Transparency and Empowering the Authority

To address concerns about the authority's autonomy, there's a call for clear terms on member
removal. Proposals advocate a well-defined mechanism to protect against government

interference, enhancing transparency and empowering the authority.
Enforcing Informed Consent and Reforming Surveillance

To address concerns about the authority's autonomy, there's a call for clear terms on member
removal. Proposals advocate a well-defined mechanism to protect against government

interference, enhancing transparency and empowering the authority

Improving Data Protection Framework and Fiduciary Rights

Initiatives to address barriers to remedies and enforcement through the Data Protection
Authority are coupled with proposals for expanding rights for data fiduciaries. The provision
of complimentary legal opinions by the authority aims to increase awareness of privacy rights.
Proposed amendments focus on removing procedural obstacles and advocating for a
comprehensive understanding of rights, with the goal of strengthening the efficacy of data

protection measures.

Conclusion

India's ongoing digital revolution, marked by widespread technology adoption and internet
penetration, positions it as the world's second-largest internet market with over 800 million
users. The flourishing e-commerce sector, projected to hit USD 163 billion by 2026, reflects

India’'s expanding digital presence.

The evolution of India's cybersecurity framework, from the foundational Information
Technology Act of 2000 to the recent Digital Personal Data Protection Act of 2023,
demonstrates the nation's commitment to staying ahead of cyber threats. Despite challenges
and a shortage of skilled cybersecurity professionals, the government's initiatives through

CERT-In and NCIIPC display a comprehensive approach to cybersecurity.
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The projected growth of the India Cybersecurity Market, estimated at USD 4.70 billion in 2024
and expected to reach USD 10.90 billion by 2029, indicates a rising demand for digitalization

and IT infrastructure.?®

International collaborations, exemplified by partnerships with the United States, Japan, and
Taiwan, offer strategic opportunities for knowledge exchange and joint efforts, as seen in
initiatives like the Joint Indo-US Quantum Coordination Mechanism.

Proposed reforms for data protection legislation underscore India's dedication to refining its
regulatory framework. Learning from global best practices, fostering partnerships, and

addressing legislative gaps position India to create a secure and resilient digital ecosystem.

In conclusion, despite challenges, India's collective efforts and commitment to cybersecurity
measures present a promising outlook. The nation has the potential to secure its digital future
and emerge as a leader in navigating the complexities of the digital age, fostering innovation

and trust.

%5 The India Cybersecurity Market to reach $10.90bn. (n.d.-b). VARINDIA
Magazine. https://www.varindia.com/news/the-india-cybersecurity-market-to-reach-1090bn-
1#:.~:text=The%20India%20Cybersecurity%20Market%20size,period%20(2024-2029).
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