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ABSTRACT:  

 

This paper explores the evolution of digital marketing and the rise of targeted advertising, 

propelled by technological advancements and shifts in consumer behaviour. It delves into the 

tools enabling targeted advertising, including cookies, pixels, device fingerprints, and device 

graphs, and discusses technological innovations such as privacy-preserving algorithms, 

differential privacy techniques, and decentralized identity systems. The study examines Indian 

laws regulating targeted advertisements, with a focus on the Digital Personal Data Protection 

Act 2023, which mandates explicit consent, purpose limitation, data minimization, data 

security measures, and accountability. It analyzes the impact of the Act on digital marketing 

practices, highlighting compliance challenges and solutions. Furthermore, it investigates 

consumer perspectives and behavior changes, as well as the global implications and 

comparative analysis of data protection laws worldwide. Lastly, it discusses the future outlook 

and adaptation of targeted advertising, emphasizing innovation, adaptability, and a 

commitment to privacy by design. 

 

 

I. INTRODUCTION: EVOLUTION OF DIGITAL MARKETING 

 

The evolution of digital marketing has been propelled by technological advancements and 

shifts in consumer behaviour. With the proliferation of the internet and digital technologies, 

businesses have gained unprecedented opportunities to connect with their target audiences 

globally. Among the most impactful developments in digital marketing is the rise of targeted 

advertising, enabling businesses to tailor their marketing messages to specific demographics, 

interests, and behaviours. This precision targeting has transformed how businesses engage with 

customers, leading to enhanced efficiency and effectiveness in marketing campaigns1. 

However, the advent of personalised advertising has also brought about significant scrutiny in 

the realms of data protection and consumer privacy. Data-driven companies leverage consumer 

information to customize advertisements and marketing efforts, often selling this data to third-

 
1 Advertising | Definition, History, Objectives, Techniques, Examples, & Facts | Britannica Money, (2023), 

https://www.britannica.com/money/topic/advertising (last visited April 15, 2024). 
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party advertisers seeking a competitive edge2. The practice of personalised advertising relies 

on "profiling," which entails the collection and analysis of personal data to create detailed 

portraits of individuals' preferences, behaviours, and characteristics. This includes a wide array 

of information such as browsing histories, health and financial backgrounds, search queries, 

and even sensitive attributes like sexual orientation. 

Amidst the benefits of targeted advertising, concerns have arisen regarding the privacy and 

security of personal data. As businesses amass vast quantities of data to fuel their targeted 

advertising endeavours, questions have emerged about the ethical and responsible use, storage, 

and protection of this data3. In response to these concerns, governments and regulatory bodies 

have introduced legislation aimed at governing the collection and processing of personal data 

in the digital realm. 

One such legislative measure is the Digital Personal Data Protection Act 2023, designed to 

safeguard individuals' privacy rights while allowing businesses to continue leveraging targeted 

advertising to effectively reach their audiences. The Act marks a significant milestone in 

striking a balance between the advantages of targeted advertising and the imperative of 

protecting individuals' personal data. Understanding the implications of this legislation for 

digital marketing practices is crucial for businesses to adapt their strategies, ensuring 

compliance with regulatory requirements while retaining their competitive edge in the market. 

 

II. TOOLS ENABLING TARGETED ADVERTISING: 

 

In the realm of targeted advertising, adtech players utilize various tools to track individuals' 

activities across the web, mobile apps, and devices. These tools collect and process extensive 

volumes of personal data, yielding business insights into individuals' interests, habits, 

preferences, and other attributes. This data facilitates the creation of detailed "profiles," 

enabling advertisers to predict consumer wants and deliver personalized advertising content on 

relevant platforms such as social media and e-commerce sites. 

 

Tracking Tools for Profiling: 

• Cookies: Cookies are small data files stored on a user's computer or browser, 

remembering their preferences and accessible by websites or third parties. They track 

user behaviour on websites, including pages visited and items added to carts. 

• Pixels: Pixels are invisible images embedded in web pages, linking to an external server. 

When users interact with ads, emails, or websites, the pixel sends information to the 

external server about their behaviour. 

 
2 The History of Online Advertising - 1994 to the present | OKO, (2019), https://oko.uk/blog/the-history-of-

online-advertising (last visited April 15, 2024).  
3 Guidelines For Storage Of Payment Data - Financial Services - India, https://www.mondaq.com/india/financial-

services/1098560/guidelines-for-storage-of-payment-data (last visited April 15, 2024). 
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• Device Fingerprints: Device fingerprinting uniquely identifies devices by analyzing 

hardware and software configurations such as operating systems, browser versions, and 

screen resolutions. This information creates a unique "fingerprint" for the device. 

• Device Graphs: Device graphs link multiple devices to a single user by collecting data 

from different devices and connecting them based on common identifiers like IP 

addresses or login credentials4. 

 

III. TECHNOLOGICAL INNOVATIONS IN AD TARGETING: 

Advancements in technology continuously reshape targeted advertising, offering marketers 

new ways to engage audiences while addressing privacy concerns. Emerging innovations 

include privacy-preserving algorithms, differential privacy techniques, and decentralized 

identity systems, all promising to enhance the effectiveness and accountability of advertising 

campaigns5. 

• Privacy-Preserving Algorithms: These algorithms enable marketers to analyze and 

target audience segments without compromising individual privacy. Techniques like 

federated learning and homomorphic encryption process data in a decentralized 

manner, ensuring sensitive information remains encrypted and protected. 

• Differential Privacy Techniques: By introducing noise or randomness into data sets, 

differential privacy techniques prevent individual-level information from being 

inferred. Marketers can aggregate and analyze data while protecting individual privacy, 

thus providing valuable insights for targeted advertising campaigns. 

• Decentralized Identity Systems: These systems empower individuals to control their 

personal data by storing it in decentralized, blockchain-based networks. Marketers can 

access this data with individual consent, fostering transparent and consent-driven 

advertising practices6. 

Overall, these technological innovations offer promising solutions for navigating data privacy 

regulations while delivering effective and personalized advertising experiences. Marketers can 

leverage these advancements to strike a balance between data-driven marketing and individual 

privacy rights, ensuring compliance with regulatory requirements while retaining 

competitiveness in the market. 

 

IV. INDIAN LAWS REGULATING TARGETED ADVERTISEMENTS: 

 
4 Abanti Bose, ‘Analyzing Targeted Advertisement in Light of Indian Data Privacy Laws’ (iPleaders21 November 

2021) <https://blog.ipleaders.in/analyzing-targeted-advertisement-in-light-of-indian-data-privacy-laws/> 

accessed 15 April 2024. 
5  The Privacy Sandbox: Technology for a More Private Web., https://privacysandbox.com/ (last visited April 15, 

2024). 
6  ‘Cyber Security Rules in India: Data Protection Concerns in Advertising’ (SRL) 

<https://spiceroutelegal.com/data-protection/data-protection-concerns-in-the-advertising-industry/> accessed 15 

April 2024. 

https://blog.ipleaders.in/analyzing-targeted-advertisement-in-light-of-indian-data-privacy-laws/
https://spiceroutelegal.com/data-protection/data-protection-concerns-in-the-advertising-industry/
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In India, the right to receive commercial speech is enshrined under Article 19(1)(a) of the 

Constitution, which guarantees freedom of speech and expression, including the right to listen, 

read, and receive information. This constitutional provision ensures that individuals have the 

liberty to access commercial communications without undue restrictions. 

The Supreme Court of India, in the landmark case of Tata Press Ltd. vs. Mahanagar Telephone 

Nigam Ltd.7 (1995), reaffirmed the importance of freedom of speech and expression in the 

context of commercial advertisements. The court ruled that the rights guaranteed under Article 

19(1)(a) of the Constitution cannot be curtailed by creating a monopoly in favor of the 

government. Any restrictions on commercial speech must be justified on grounds specified in 

Article 19(2) of the Constitution. 

This ruling indirectly limits government intervention in commercial advertising, allowing 

advertisers to exercise their freedom of speech and expression more freely. It upholds the 

principle that individuals have the right to receive commercial information and advertisements 

without undue interference from regulatory authorities. 

In the digital age, online commercial advertisements have flourished with the advent of new 

publishing platforms and real-time communication channels. Unlike traditional print media, 

where advertisements were predominantly featured alongside news content, modern consumers 

are constantly connected to the internet through smartphones, desktops, smart TVs, and other 

devices. 

Service providers such as Facebook, WhatsApp, YouTube, newspapers, websites, and e-

commerce platforms offer these communication channels seemingly for free, although users 

indirectly pay through their attention and personal data. This proliferation of digital platforms 

has led to a significant increase in targeted advertising, where advertisements are tailored to 

individual preferences and behaviors based on data analytics and profiling techniques. 

However, while Indian laws generally uphold the freedom of commercial speech, there are 

regulatory frameworks in place to ensure that targeted advertisements comply with legal and 

ethical standards. For example, the Information Technology (Intermediary Guidelines and 

Digital Media Ethics Code) Rules, 2021 prescribe guidelines for digital platforms and 

intermediaries regarding the content of advertisements, including provisions related to 

misleading or offensive advertisements. 

Additionally, sector-specific regulations and self-regulatory mechanisms exist to address 

concerns related to targeted advertising in sensitive sectors such as healthcare, finance, and 

education. These regulations aim to protect consumer interests, prevent deceptive practices, 

and maintain the integrity of commercial communications in the digital ecosystem. 

 
7 Tata Press Limited v. Mahanagar Telephone-Nigam Limited,  1995 AIR 2438. 
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V. UNDERSTANDING THE DIGITAL PERSONAL DATA PROTECTION ACT 2023 

 

The Digital Personal Data Protection Act 2023 is a comprehensive legislative framework 

designed to govern the collection, processing, and use of personal data in the digital 

environment. The Act sets out clear guidelines and standards for businesses engaged in data 

processing activities, with the aim of empowering individuals with greater control over their 

personal information. 

Key provisions of the Act include: 

Consent: Businesses must obtain explicit consent from individuals before collecting their 

personal data for marketing purposes. This means that businesses cannot collect or use personal 

data without the individual's consent, and individuals have the right to withdraw their consent 

at any time8. 

Purpose Limitation: Personal data can only be processed for specified, explicit, and legitimate 

purposes. Businesses must clearly define the purposes for which they are collecting personal 

data and cannot use the data for any other purposes without obtaining additional consent9. 

Data Minimization: Businesses must ensure that they only collect the minimum amount of 

personal data necessary for the intended purpose. This means that businesses cannot collect 

excessive or irrelevant data that is not needed for their marketing activities. 

Data Security: Businesses are required to implement appropriate technical and organizational 

measures to ensure the security and integrity of personal data. This includes measures to 

prevent unauthorized access, disclosure, alteration, or destruction of personal data. 

Accountability: Businesses are accountable for their data processing activities and must be able 

to demonstrate compliance with the Act's provisions. This includes maintaining records of data 

processing activities, conducting data protection impact assessments, and appointing a data 

protection officer to oversee compliance efforts. 

By establishing clear guidelines and standards for data processing activities, the Digital 

Personal Data Protection Act 2023 aims to create a more transparent, accountable, and privacy-

centric digital environment. 

 

VI. IMPACT ON DIGITAL MARKETING PRACTICES: 

 

The implementation of the Digital Personal Data Protection Act 2023 has had a significant 

impact on digital marketing practices, particularly in the realm of targeted advertising. Prior to 

the enactment of the Act, targeted advertising relied heavily on the extensive collection and 

utilization of consumer data, often without adequate transparency or consent. However, the 

introduction of the Act has necessitated a fundamental shift in marketing strategies, with 

 
8 The Digital Personal Data Protection Act, 2023, § 4(1)(a), No. 22, Acts of Parliament, 2023 (India), 
9 The Digital Personal Data Protection Act, 2023, § 3(c)(ii), No. 22, Acts of Parliament, 2023 (India). 
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businesses now required to reassess their data collection methods and ensure compliance with 

the Act’s provisions. 

One of the key changes brought about by the Act is the requirement for businesses to obtain 

explicit consent from individuals before collecting their personal data for marketing purposes. 

This means that businesses can no longer rely on implicit or assumed consent and must instead 

obtain affirmative consent from individuals before collecting their data. This has led to changes 

in the way businesses collect and manage customer data, with a greater emphasis on 

transparency and accountability in data collection practices. 

Another important aspect of the Act is the requirement for businesses to clearly define the 

purposes for which they are collecting personal data and to ensure that the data is only used for 

those purposes. This means that businesses can no longer collect data for one purpose and then 

use it for another purpose without obtaining additional consent. This has led to changes in the 

way businesses use customer data for marketing purposes, with a greater emphasis on ensuring 

that data is used in a manner that is consistent with individuals’ expectations and preferences. 

Additionally, the Act has introduced requirements for businesses to implement appropriate 

technical and organizational measures to ensure the security and integrity of personal data. This 

means that businesses must take steps to protect customer data from unauthorized access, 

disclosure, alteration, or destruction. This has led to changes in the way businesses 

Additionally, the Act has introduced requirements for businesses to implement appropriate 

technical and organizational measures to ensure the security and integrity of personal data. This 

means that businesses must take steps to protect customer data from unauthorized access, 

disclosure, alteration, or destruction. This has led to changes in the way businesses handle and 

store customer data, with a greater focus on data security and risk management. 

Furthermore, the Act has increased accountability for businesses engaged in data processing 

activities. Businesses are now required to maintain records of their data processing activities 

and to be able to demonstrate compliance with the Act’s provisions. This has led to changes in 

the way businesses document and report on their data processing activities, with a greater 

emphasis on transparency and accountability in data management practices10. 

Overall, the implementation of the Digital Personal Data Protection Act 2023 has 

fundamentally transformed digital marketing practices, particularly in the realm of targeted 

advertising. Businesses are now required to adopt a more transparent, accountable, and privacy-

centric approach to data collection and processing, with a greater emphasis on obtaining 

consent, limiting data usage, ensuring data security, and maintaining compliance with 

regulatory requirements. 

 

 

VII. COMPLIANCE CHALLENGES AND SOLUTIONS: 

 

While the Digital Personal Data Protection Act 2023 represents an important step towards 

protecting individuals' privacy rights in the digital age, it also presents significant compliance 

 
10  Advertising Law In India - Part 1 - Advertising, Marketing & Branding - India, 

https://www.mondaq.com/india/advertising-marketing--branding/192384/advertising-law-in-india---part-1 (last 

visited April 15,2024). 
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challenges for businesses engaged in digital marketing activities11. One of the main challenges 

is the complexity of the regulatory requirements, which can be difficult for businesses to 

navigate and implement effectively. Additionally, businesses may face challenges in obtaining 

explicit consent from individuals for data collection and processing activities, particularly in 

cases where individuals are reluctant to share their personal information12. 

To address these compliance challenges, businesses can implement a range of solutions: 

Stakeholder Engagement and Communication: Businesses can engage with stakeholders, 

including customers, employees, and regulators, to raise awareness of the Act's provisions and 

the importance of data privacy. By fostering open communication and dialogue, businesses can 

build trust and confidence in their data processing practices. 

Incorporating Privacy by Design Principles: Businesses can integrate privacy by design 

principles into their marketing strategies and data processing activities. This involves 

considering privacy implications at every stage of the data lifecycle, from collection to 

disposal, and implementing measures to minimize the risk of privacy breaches. 

Training and Education for Marketing Teams: Businesses can provide training and education 

for their marketing teams to ensure awareness of the Act's provisions and compliance 

requirements. This can include training on data protection principles, consent management, and 

data security best practices. 

Implementing Data Protection Technologies: Businesses can invest in data protection 

technologies and solutions to enhance the security and integrity of personal data. This can 

include encryption, data masking, access controls, and monitoring tools to detect and prevent 

unauthorized access or misuse of personal data. 

By adopting these compliance solutions, businesses can navigate the challenges of complying 

with the Digital Personal Data Protection Act 2023 and ensure that their digital marketing 

practices are aligned with regulatory requirements and best practices in data privacy13. 

 

 

VIII. CONSUMER PERSPECTIVES AND BEHAVIOR CHANGES: 

 

The implementation of the Digital Personal Data Protection Act 2023 has also had a significant 

impact on consumer perspectives and behavior regarding targeted advertising and data privacy. 

Prior to the enactment of the Act, consumers were often unaware of the extent to which their 

personal data was being collected, processed, and used for targeted advertising purposes. 

However, the introduction of the Act has raised awareness of data privacy issues and 

empowered consumers to take greater control over their personal information. 

 
11  Right to privacy inherently protected under fundamental freedoms in Constitution: Supreme Court, THE 

HINDU, Aug. 24, 2017, https://www.thehindu.com/news/national/privacy-is-a-fundamental-right-under-article-

21-rules-supreme-court/article62042245.ece (last visited April 15, 2024). 
12  ‘Future of Targeted and Behavioral Advertising in India’ (lakshmisri.com) 

<https://www.lakshmisri.com/insights/articles/future-of-targeted-and-behavioral-advertising-in-india/#> 

accessed 15 April 2024. 
13  How A Small Change In Apple iPhone's Privacy Feature Is Threatening Business Model Of Social Media 

Companies, HTTPS://WWW.OUTLOOKINDIA.COM/ (2022), https://www.outlookindia.com/business/apple-

vs-facebook-how-a-small-change-in-apple-iphone-s-privacy-feature-is-threatening-business-model-of-social-

media-companies-news-236802 (last visited April 15, 2024). 

https://www.lakshmisri.com/insights/articles/future-of-targeted-and-behavioral-advertising-in-india/
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Surveys and studies have shown that consumers are increasingly concerned about their privacy 

rights and are more cautious about sharing their personal information with businesses and 

advertisers. Many consumers are now actively seeking out ways to protect their privacy online, 

such as using ad blockers, browser extensions, and privacy-enhancing technologies to limit the 

collection and tracking of their personal data14. 

Additionally, the implementation of the Act has led to changes in consumer behavior regarding 

targeted advertising. Consumers are now more likely to scrutinize the ads they see online, 

looking for signs of transparency and consent in data collection practices. They are also more 

likely to opt out of targeted advertising programs or unsubscribe from marketing emails if they 

feel that their privacy rights are being violated. 

Overall, the implementation of the Digital Personal Data Protection Act 2023 has led to a shift 

in consumer attitudes and behaviors regarding targeted advertising and data privacy. 

Consumers are increasingly demanding greater transparency, control, and accountability from 

businesses and advertisers, and are actively seeking out ways to protect their privacy rights 

online. 

 

 

IX. GLOBAL IMPLICATIONS AND COMPARATIVE ANALYSIS 

 

The Digital Personal Data Protection Act 2023 has significant implications for digital 

marketing practices not only within its jurisdiction but also on a global scale. As businesses 

operate in an increasingly interconnected digital environment, they must navigate a complex 

landscape of data protection regulations and compliance requirements across different 

jurisdictions. 

A comparative analysis of data protection laws worldwide reveals varying approaches to 

balancing privacy rights with business interests. In the European Union, for example, the 

General Data Protection Regulation (GDPR) serves as a comprehensive framework for data 

protection, with strict requirements for obtaining consent, data minimization, and 

accountability15. In contrast, the United States has a patchwork of data protection laws at the 

 
14  ‘Advertising & Marketing 2023 - India | Global Practice Guides | Chambers and Partners’ 

(practiceguides.chambers.com) <https://practiceguides.chambers.com/practice-guides/advertising-marketing-

2023/india/trends-and-developments>. 
15  Meta Platforms Inc. and others v. Bundeskartellamt, C-252/21; General Data protection Regulation (EU) 

2016/679, art. 6(1)(f); General Data protection Regulation (EU) 2016/679, recital 47; General Data protection 

Regulation (EU) 2016/679, art. 4(11). 

 

 

 

 

 
 

https://practiceguides.chambers.com/practice-guides/advertising-marketing-2023/india/trends-and-developments
https://practiceguides.chambers.com/practice-guides/advertising-marketing-2023/india/trends-and-developments
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federal and state levels, with a focus on sector-specific regulations and self-regulatory 

initiatives. 

Other jurisdictions, such as Canada, Australia, and Japan, have also implemented data 

protection laws that are influenced by international standards and best practices. By 

understanding the global implications of data protection regulations, marketers can develop 

strategies that align with regulatory requirements while still meeting the needs and expectations 

of their target audiences. 

 

 

X. FUTURE OUTLOOK AND ADAPTATION: 

 

Looking ahead, the future of targeted advertising lies in innovation, adaptability, and a 

commitment to privacy by design. Predictions suggest continued evolution in advertising 

technologies, with a focus on enhancing personalization while respecting privacy preferences. 

Marketers must remain agile in response to changing regulatory landscapes and consumer 

expectations, leveraging emerging technologies and best practices to thrive in the era of data 

protection. 

One emerging trend is the rise of privacy-enhancing technologies that empower individuals to 

control their personal data and protect their privacy online. From browser extensions and 

mobile apps that block tracking cookies to decentralized identity systems and blockchain-based 

platforms, these technologies offer new opportunities for marketers to engage with consumers 

in a privacy-centric manner. 

Another trend is the increasing focus on transparency and accountability in data processing 

practices. As consumers become more aware of their privacy rights and demand greater 

transparency from businesses, marketers must be proactive in disclosing their data collection 

and usage practices and obtaining informed consent from individuals. By adopting transparent 

and ethical advertising practices, marketers can build trust and loyalty with consumers and 

differentiate themselves in a crowded marketplace. 

Furthermore, advancements in artificial intelligence and machine learning are expected to 

revolutionize targeted advertising by enabling more sophisticated and personalized marketing 

campaigns. By harnessing the power of AI-driven analytics and predictive modeling, marketers 

can identify and target high-value customer segments with greater precision, leading to 

improved campaign performance and ROI16. 

Overall, the future of targeted advertising holds promise for marketers who are willing to 

embrace innovation, adapt to regulatory requirements, and prioritize consumer privacy. By 

staying informed about emerging trends and technologies, marketers can position themselves 

for success in an increasingly data-driven and privacy-conscious digital landscape. 

 

XI. CONCLUSION:  

 

 
16  Manupatra, ‘Articles – Manupatra’ (Manupatra.com2024) <https://articles.manupatra.com/article-

details/Protecting-Privacy-in-the-Era-of-Targeted-Advertising-Balancing-Data-Security-and-Marketing-

Effectiveness> accessed 15 April 2024. 

https://articles.manupatra.com/article-details/Protecting-Privacy-in-the-Era-of-Targeted-Advertising-Balancing-Data-Security-and-Marketing-Effectiveness
https://articles.manupatra.com/article-details/Protecting-Privacy-in-the-Era-of-Targeted-Advertising-Balancing-Data-Security-and-Marketing-Effectiveness
https://articles.manupatra.com/article-details/Protecting-Privacy-in-the-Era-of-Targeted-Advertising-Balancing-Data-Security-and-Marketing-Effectiveness


THE INDIAN JOURNAL FOR RESEARCH IN LAW AND MANAGEMENT, VOL. 1, ISSUE 7, APRIL - 2024 
 

In conclusion, the Digital Personal Data Protection Act 2023 represents a watershed moment 

in the evolution of targeted advertising, ushering in a new era of privacy-centric marketing 

practices. By aligning with the principles of the Act, marketers can build trust, enhance 

consumer engagement, and drive sustainable business growth in an increasingly data-driven 

world. Embracing transparency, accountability, and ethical conduct, marketers can unlock the 

full potential of targeted advertising while safeguarding individuals' privacy rights and 

fostering a culture of trust and respect in the digital marketplace. 

As businesses continue to navigate the complexities of data protection regulations and 

consumer privacy concerns, it is essential for marketers to stay informed, adaptable, and 

proactive in their approach to targeted advertising. By prioritizing consumer trust and privacy, 

embracing innovative technologies, and maintaining compliance with regulatory requirements, 

marketers can create meaningful and personalized advertising experiences that resonate with 

consumers and drive long-term success in the digital age. 


